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Abstract: Early warning systems (EWS) facilitate societies’ preparedness and effective response
capabilities to climate risks. Climate risks embody hazards, exposure, and vulnerability associated
with a particular geographical area. Building an effective EWS requires consideration of the factors
above to help people with coping mechanisms. The objective of this paper is to propose an approach
that can enhance EWSs and ensure an effective climate risk resilience development. The paper focuses
on the Southern African Development Community (SADC) region and highlights the issues with
EWS, identifying weaknesses and characteristics of EWS to help in climate risk adaptation strategies.
The SADC region was chosen as the context because it is a climate variability and change hotspot
with many vulnerable populations residing in rural communities. Trending themes on building
climate risk resilience were uncovered through scientific mapping and network analysis of published
articles from 2008 to 2022. This paper contributes to on-going research on building climate risks
resilience through early warning systems to identify hidden trends and emerging technologies from
articles in order to enhance the operationalization and design of EWS. This review provides insight
into technological interventions for assessing climate risks to build preparedness and resilience. From
the review analysis, it is determined that there exists a plethora of evidence to support the argument
that involving communities in the co-designing of EWS would improve risk knowledge, anticipation,
and preparedness. Additionally, Fourth Industrial Revolution (4IR) technologies provide effective
tools to address existing EWS’ weaknesses, such as lack of real-time data collection and automation.
However, 4IR technology is still at a nascent stage in EWS applications in Africa. Furthermore, policy
across societies, institutions, and technology industries ought to be coordinated and integrated to
develop a strategy toward implementing climate resilient-based EWS to facilitate the operations of
disaster risk managers. The Social, Institutional, and Technology model can potentially increase
communities’ resilience; therefore, it is recommended to develop EWS.

Keywords: adaptation; climate risks; community engagement; fourth industrial revolution technologies
(4IR) resilience; SADC region

1. Introduction

An early warning system is fundamental in building preparedness and response
mechanisms to climate risks. Climate risks negatively impact society, adversely affecting
lives, economic activities, and services, hindering education, water resources quality and
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supply, and wreck infrastructure [1]. When early warnings are communicated to vulnerable
communities, it mitigates the negative impacts on communities. However, pre-empting the
possible impacts of any climate-related event can be hindered by the lack of climate data
and necessary supporting tools or devices. Unfortunately, there seems to be a “de-link” in
climate risk information flow from established institutions to communities, influencing the
ease of identifying vulnerable communities.

Climate risks are becoming more severe, and identifying and communicating climate
risks is crucial for sustainable development. Though poorly developed infrastructures in
developing nations could increase the vulnerability to climate-induced factors [2], failure
to also communicate the climate risks can lead to reduced investment decisions and the
continuation of “business as usual” trade practices, which led to climate change in the
first place. Climate risk is a multi-dimensional construct of factors on hazards, exposure,
vulnerability, and coping mechanisms. These factors ought to be considered in the EWS
design to determine the risk level and the appropriate responses. For example, climate-
sensitive sectors such as agriculture, built-environment, and water would need knowledge
of climate risks to help build resilience to climate hazards, including floods, extreme heat,
thunderstorms and lightning, wildfires, and drought [3]. The cardinal point in climate risk
response is building resilience and understanding the nature of extreme climate events for
an effective response strategy [4,5]. Though EWS is key to reducing the climate hazard
impacts [6], it is often given a lower priority than other operational risks [7].

Adaptation strategy is key in building resilience to climate risks, which involves the
ability of different systems to interact and facilitate society’s capacity to cope with climate
risks. Building climate resilience enables the socio-ecological system and its components
to anticipate, prepare for, or adapt and respond to events or trends related to climate in a
timely and efficient manner. A system’s ability to generate climate information services
and inform society has become relevant because of the increasing impact of weather events
and the socio-economic implications [8]. For example, a system can leverage climate-
related socio-economic data to create a required set of indices that can be used to assess the
impact of diverse climate events. When these sets of indices are built in to EWS, it helps
with risk adaptation strategies [9]. Often, policymakers define these indices and rely on
them to evaluate a country’s strategy and vulnerability to climate events. Yet the lack of
EWS capacity limits effective response and anticipation of events in lower-and middle-
income countries [10,11]. Moreover, inadequate or non-existence EWS are weaknesses
in Africa’s weather and climate systems [12], thereby creating a challenge in identifying
vulnerable communities.

The pace of mobile devices use has been tremendous worldwide. The number of
mobile devices used is estimated at 15 billion [13] worldwide and 650 million in Africa [14].
In southern Africa, it is estimated that 60 per cent of the population uses mobile devices [15],
which is gradually shifting towards an internet-based information environment [16]. How-
ever, despite the high mobile penetration, the region also has high data costs, limiting
mobile smartphone usage. Aside from mobile devices, climate hazard detection and moni-
toring devices, such as underground sensing, are other technological advancements that
help build climate risk resilience. To this end, the EWS is a major aspect of disaster risk
reduction; however, with inadequate EWS in Africa’s climate system, even if these climate
hazard detection and monitoring devices are available, they have to be re-designed to oper-
ate with existing EWS. Unfortunately, Africa is experiencing the most devastating impacts
from increasing weather and climate-related extreme events, which calls for ambitious
mitigation measures and stepping up adaptation and resilience efforts [17]. This highlights
a challenge in building adaptable climate-related systems, which can be due to the lack of a
guiding framework to support its implementation.

An effective EWS should save lives, infrastructure, and properties and support the
long-term sustainability efforts of every country. However, the lack of community en-
gagement at the conceptualisation stage of EWS and the lack of coordination among
key stakeholder institutions have been highlighted as challenges influencing the effec-
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tive development of EWS [18,19]. Thus, the re-evaluation of an existing framework of
warning systems would improve climate risk preparedness [9,20–22]. There is a need to
assess how emerging technology products (e.g., remote sensors and mobile devices) could
be embedded into existing EWS to enhance information acquisition, presentation, and
dissemination [23].

An EWS is essential in advancing development, strengthening resilience, and im-
proving disaster risk response. The problem of building resilience through EWS needs
to be re-examined in the context of emerging technology, society involvement, and the
coordination among stakeholders in the value chain of climate risks. The rise in mobile
device usage in the southern Africa region motivates us to find ways to leverage mobile
technology use in climate risk preparedness. Additionally, this study is motivated by the
call that “Africa will continue to be exposed to climate extremes unless it makes serious
efforts to enhance and remodel its early warning systems” [24]. Therefore, the study’s
objective is to propose an approach for enhancing EWS design that can assist society and
established climate-related agencies to build resilience and bridge the gap in the climate
risk information value chain. To achieve the study goal, the following questions are raised:

(a) What factors contribute to climate risk issues within the SADC region?
(b) What is the scientific evolution in extant literature that uncovers trends in thematic

areas of climate risk resilience?
(c) How do EWS and emerging technologies facilitate climate risk resilience development?
(d) What factors are considered in the design of EWS?

This paper contributes to research on building climate risks resilience through early
warning systems to identify hidden trends and emerging technologies that can support
practitioners in the design of EWS. This review aims to contribute toward benefiting
climate-sensitive sectors and helping managers with climate risk adaptation strategies [9].

Sections of this paper are presented as follows: related work (Section 2), material
and method (Section 3), results (Section 4), discussions (Section 5), limitation, policy and
practical implication (Section 6), followed by conclusions (Section 7).

2. Related Work

The review of related work would help address climate risks to resilience development
through early warning systems. In this regard, the framework on climate risk is presented,
as well as the weaknesses of early warning systems, application of emerging technology,
and community involvement in the early warning system.

2.1. Southern African Development Community (SADC) and Climate Risk Profile

The Southern African Development Community (SADC) comprises 16 member states:
South Africa, Botswana, Mauritius, Angola, Eswatini, Zimbabwe, Madagascar, Lesotho,
Malawi, Mozambique, Seychelles, Tanzania, Zambia, Namibia, Comoros, and Democratic
Republic of Congo. Notably, climate risk impacts vary among these member states and
can be increasingly devastating if the climate event is not anticipated, notwithstanding
the geopolitics of these regions. Adaptation strategies help build resilience to manage
the impact of climate risk and improve coordination and communication among member
states, thereby widening the scope of the warning systems. However, adaptation decisions
can be complex sometimes because of the need to carefully consider multiple factors and
expertise that require balancing priorities over different timescales. Approximately 70 per
cent of citizens in the SADC region depend primarily on agriculture as a livelihood [25].
Therefore, an effective early warning system for crop production and drought is crucial to
empower farmers and take appropriate actions before a disaster. This could help mobilize
resources to mitigate the impacts of disasters on a community. The increasing incidence of
extreme climate events, such as droughts and floods, makes investing in EWS in the SADC
region more urgent [26]. Climate risks are becoming more severe, potentially affecting
ecosystems and society [27]. Unfortunately, the SADC region is often caught unprepared,
thus leading to reactive instead of planned interventions [28]. The inadequate climate risk
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systems and response mechanisms for early identification in the SADC region have been
highlighted [29].

The World Meteorological Organization [6] estimates that less than 45 per cent of
Africans receive early warnings of adverse climate events. Besides, climate-related hazards
accounted for approximately 50 per cent of disasters, 45 per cent of the reported deaths,
and 74 per cent of all reported economic losses worldwide from disasters between 1970 and
2019 [30]. This indicates that more than 11,000 cases of reported disasters are due to global
climate-related hazards, accounting for over 2 million deaths and 3.64 trillion US dollars in
losses from 1970 to 2019. From 1970 to 2019, there were 1695 reported disasters in Africa,
causing 731,747 deaths, accounting for 38.5 billion USD in economic loss [30,31]. Africa
accounts for 15 per cent of weather, climate-related, and water-related disasters [7]. Flood
disasters are most prevalent (60 percent), whereas drought-related disasters result in high
deaths [7]. In southern Africa, climate disasters generally accounted for 110,978 deaths,
affecting approximately 140 million people, and leaving 2.47 million homeless from 1980 to
2015 [32]. As climate risks threaten human lives, an early warning system is imperative in
reducing the impact.

Extreme weather events within the SADC region are increasing [33]. For instance,
six cyclones were experienced in the region from 2021 to 2022, affecting over 2.5 million
persons in Mozambique, Malawi, Madagascar, and Zimbabwe. Southern Africa faced
severe flooding in 2022, affecting neighbouring regions, including South Africa [34]. These
disasters call for countries in the region to step up their efforts to develop the capacity to
utilise modern early warning technologies. Southern Africa is among the world’s most
vulnerable regions to hydro-meteorological hazards, such as cyclones, floods, extreme
temperatures, and droughts [35–37]. The inadequacy of climate information from the
meteorological observation network to support short- or long-term risk management has
been a challenge across SADC member states. Meteorological pitfalls of prediction systems
within the SADC member states are attributed to the scarcity of meteorological data as
a result of the poor maintenance of meteorological equipment and lack of finance. Thus,
majority of the member states do not have adequate computing capability for rapid data
exchange to perform numerical weather prediction and climate models activities [38].

Notwithstanding these challenges, climate technology transfer initiatives have been
championed to help support adaptation measures in vulnerable countries in SADC [39].
However, the geographical location with the associated reliance on climate-sensitive re-
sources generally puts developing and low-income economies at great risk of climate
hazards. Unfortunately, extreme climate events continue to adversely impact agricultural
production and economic activities in the SADC region [40]. Consequently, climate hazards
increase poverty, food insecurity, and health challenges, which could reverse the years of
development successes [41].

The informal settlements in the SADC region could likely accelerate climate risks and
pressure infrastructure. An informal settlement is where people live on non-proclaimed
lands, sometimes in flood plain areas, leading to little access to public services [42]. Cur-
rently, it is estimated that 179 million people live in urban settlements in southern Africa [43].
Unfortunately, most urban settlements are informal and lack access to basic services. These
settlements’ poorly constructed houses or structures could be a public safety hazard that
can worsen during a climate-related disaster (e.g., landslide). Disasters often devastate
the informal settlements, their livelihoods, and the infrastructure they depend on [44].
This highlights the need for resilience to climate risks among people who live in informal
settlements as they constitute a vulnerable group in the SADC region [45].

Addressing climate risk resilience issues is a collective effort as it is an existential threat
impeding the development progress of the SADC region [46]. Development is progressive,
and as the demand for climate information and services grows, more interactions with key
stakeholders in the SADC region are required to enhance the usability of EWS. Undoubtedly,
sustainable development can be achieved by mainstreaming climate information services
within society to reduce climate risk impact [47]. Fortunately, some SADC countries
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like Madagascar have integrated early warning action into their national development
strategies [48]. This notwithstanding, there is still a gap in integrating EWS into the
development agendas of the SADC region, compromising its effectiveness [49]. Climate
services help to manage climate risks [50]; therefore, adaptation strategies are needed to
manage the impact of climate risks [7,27]. Again, this facilitates the process of human
and natural systems to adjust to the actual and expected adverse effects of climate change.
This highlights a need to adapt to climate risks on a large scale and provide innovative
technological solutions [51].

2.2. Community Engagement in Early Warning Systems (EWS) in the SADC Region

A key attribute in the definition of EWS is creating meaningful warning information on
possible extreme events in society. The effort to have a community-led EWS design ensures
that the community has buy-in to the EWS and would react appropriately to warning
messages. Most EWS are designed at the national or global level, which sometimes might
not involve community members at the early stage of the design [11]. Though EWS designs
could be customized to a community’s needs, EWS has traditionally been focused on
technology and infrastructure without intensive community engagement at each stage of
development of the framework. Sufri, Dwirahmadi [19] reviewed community engagement
across the four components of EWS, focusing on Low- and Middle-Income nations in
the Asian region and then followed by the African region. The authors noted that there
was lack of sustained community engagement in EWS design and inadequate local and
scientific knowledge integration into EWS design. In this context, any alerts to vulnerable
communities should have an associated impact [52,53]. A socio-ecological perspective
creates the opportunity to identify the needs of affected or vulnerable communities in order
to inform disaster risk profiles and prioritise the needs of the affected community [54].

In Africa, community-based EWS focus on climate events such as floods, landslides,
and drought, while few EWS focus on human diseases. The success of EWS hinges on
community training relating to climate information interpretation [55] and community
participation in the design of warning messages; early warning information should be pro-
vided in the language known to the affected persons using an appropriate communication
channel [56].

2.3. Climate Risks and Hazards within the SADC Region

The SADC region is adversely affected by several climate hazards [57]. The four main
climate risks within the SADC region are drought, flood, fire, and storms. Floods (riverine,
flash, and coastal) are the most frequent climate disasters, affecting approximately 37% of
the SADC population. Droughts affected 7.6% of the SADC population and resulted in
the highest economic cost of damages, affecting a large proportion of the SADC region
between 1980 and 2015 [32]. Recent studies [58] and reports [59,60] have indicated that
droughts have become more intense and widespread and are the most devastating natural
disasters in the SADC region. This highlights the need to manage the uncertainty of the
long-term effect of these climate risks across the SADC region [61]. Approximately 30%
of the SADC region’s physical area is exposed to climate hazards, including flood, heat
stress, and drought [51]. Some initiatives to address, for example, drought in SADC include
the Southern Africa Drought Resilience Initiative (SADRI) [62], which builds a profile of
the SADC region’s drought resilience scenario, helping to improve collaboration among
member states. Furthermore, another online tool (“Green Book”) that provides climate-
resilient and adaptation profiles in terms of weather-related disasters was highlighted [63].
The factors that help understand these climate hazards are the magnitude, extent, and rate
of change.

The SADC has mandated government entities responsible for monitoring weather and
climate patterns to make informed decisions on climate-related issues. For example, in the
case of South Africa, the South African Weather Service (SAWS) regularly disseminates
up to five months of seasonal climate forecasts. Once a forecast is announced, relevant
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stakeholders must disseminate the information to affected communities to minimize the
potential impacts. However, the likelihood of people adhering to the notification in their
communities is a challenge that has to be addressed towards building a climate-resilient
society [64].

2.4. Climate Risk and Resilience Framework

A climate-resilient framework facilitates humans and systems learning, adapting,
and transforming in response to risk induced by changing climate conditions, supporting
flexible development. A framework of EWS (Table 1) focuses on risk knowledge acquisition
and assessment, monitoring and prediction, warning information dissemination, and
resilience response capability [7,11,65]. Risk knowledge acquisition and assessment refers
to the knowledge of hazards and people’s vulnerabilities, including societies affected by
natural hazards [66]. Risk assessment helps in knowing the likelihood and impact of risks
so that the necessary preparations can be made. Risk assessment methods provide the
necessary framework for disaster mitigation and prevention, thus forming a key component
in designing EWS. Understanding the nature of the hazards, exposure, and vulnerability in
assessing climate risk is important. Hazards refer to the potential occurrence of climate-
related actual events that lead to damage and losses, which can influence or impact human
systems. Human systems include socio-cultural, ecological, economic, and infrastructural.
Exposure refers to the numerical and spatial level to which climate risks adversely affect or
impact human systems. Vulnerability refers to the predisposition or propensity of those
human systems to be adversely affected. Human systems are highly vulnerable, resulting in
the need to strengthen the capacity for preparedness, response, and recovery. Vulnerability
relates to several factors, including physical (e.g., poor construction of buildings), social,
economic, and environmental. The characteristics determined by these factors increase the
susceptibility of an individual, the community, or any integrated system.

Monitoring and Predicting refers to the ability of systems to observe natural occur-
rences to provide timely early warning services [67]. Monitoring progress towards resilience
is a challenging task because of the complex adaptive dimensions of human systems. One
of the approaches to address this complexity is the use of metrics. However, the challenge
with this approach is that the risks measured might not be the best indicators to describe
the actual resilience [68] and therefore often lack contextual meaning. Metrics that link
early warning system functionalities to climate risk resilience measures may overly focus
efforts on one factor.

Furthermore, there is a possibility of indicators not predicting imminent system
failures reliably. To this end, 4IR technologies open the opportunity to develop monitoring
systems e.g., for the agricultural sector [69]. The large volumes of data and information via
the internet has made the development of climate-driven EWS or climate monitoring system
a more executable task [70]. Tools for monitoring and visualisation of climate-related events
(e.g., flood) include, e.g., Early Warning eXplorer (EWX) [71].

Warning Information refers to communication systems that facilitate warning mes-
sages to alert stakeholders. Currently, social media platforms serve as one of the mediums
to disseminate warning messages to a larger group of people.

The response is the appropriate action plan by authorities, which is key to effective
early warning. Formal responses by established authorities and external relief agencies are
frequently challenging [72].
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Table 1. Framework for Early Warning Systems.

Risk Knowledge
Prior knowledge of the climate risk faced by communities:

Monitoring and warning services
Technical monitoring and warning service:

• Are the hazards and the vulnerability well known?
• What are the patterns and trends in these factors?
• Are the map and data widely available?

• Are the right parameters being monitored and processed
in real-time or near real-time?

• Is there a sound scientific basis for making forecasts?
• Can accurate and timely warnings be generated?

Dissemination warning
Dissemination of understandable warnings to communities at risk:

Response capability
Knowledge and preparedness to act by those threatened:

• Do the warnings reach those at risk?
• Do people understand the warnings?
• Do they contain relevant and useful information?

• Do the communities understand their risk?
• Do they obey the warning service?
• Are action plans up to date and practised?

Source: [73].

Measuring resilience is multi-dimensional and involves multiple feedbacks. However,
a single indicator is often applied to build resilience instead of the interactions between
indicators [74]. The likelihood of using a single indicator can be avoided by having
innovative resilience assessment toolkits such as SHARP [75] use an indicator framework
where all the elements within the framework are essential to represent resilience holistically.
Only when these elements/properties are considered in an assessment can it be considered
adequate. Thus, assessment methods should be objective and logical. Logical validity
may require SADC member states to define a set of properties that must be coordinated to
effectively build EWS.

Using climate information and the required supporting technology to provide early
warning predictions on risk is important in building resilience [76]. Unfortunately, climate
information services are often not used because they are not translated into effective
adaptation and resilience to help raise awareness for reducing climate-related risks to an
infrastructure [77]. Thus, specific influencing factors of climate risk resilience include,
but are not limited to, human systems and communication tools. One of the methods of
implementation climate risk resilience is social media platforms due to its popularity and
usage among the majority of persons.

2.5. Early Warning Systems

An EWS is a set of functionalities to help generate and disseminate timely and meaning-
ful warning information to support people’s preparedness during a natural disaster [66,78].
It serves as human security [79] because it is a means by which people systematically
receive relevant and timely information to make an informed decision. EWS has both social
and technological underpinning processes [67]. The social process addresses the need to
avoid harm due to hazards. Thus, a fundamental principle of EWS embodies hazards and
vulnerability, impact, location, who is at risk, and the likely threat. Contextualizing EWS to
adapt to people’s needs must be intensified to ensure climate information availability.

As reported by [80], early warning effectively reduces vulnerabilities, and therefore
early warning information must be reliable, timely, and consistent. This notwithstanding,
different types of disasters have different human and economic losses. Their management
approaches are different, and the type and effectiveness of early warning systems for each
disaster are also different, suggesting the need to focus on a specific group of disasters.
Despite this, there should be clear processes of feeding climate information into a decision
about when and how to respond; clear and rapid response mechanisms should be in
place [81]. Moreover, once a warning is issued, four sequential processes should occur:
people obtain warning information, understand the warning message, believe the warning
message, and personalization of the warning message [82].
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The different types of EWS could be categorised into geological, hydro meteorological,
forest, veld and crop fires, biological, health, crop yield production, and livestock. The
EWS exist at different levels and categories, which are determined by the magnitude
of the problem and the capacity to address it. Examples are using EWS to deal with
certain outbreaks of health-related issues [83] and drought-based EWS [84]. Some of the
EWS that have been developed for the agricultural sector include “the USAID’s Famine
Early Warning System (FEWS)”, “SADC Food Security Programme (SFSP)”, “FAO Global
Information and Early Warning System (GIEWS) on Food and Agriculture”, “FAO Food
Insecurity and Vulnerability Information and Mapping Systems (FIVIMS)”, and “World
Food Programme (WFP) Vulnerability Analysis and Mapping (VAM)” [11]. Examples of
models on EWS for disaster risk management [9] are the three-phase model by de León,
Bogardi [5] and the integrated model by Basher [85]. However, these models rarely consider
all the levels of EWS [86]. An example of EWS includes the Flash Flood Guidance system
(SARFFG) that hydrologic forecasters in Southern Africa use.

EWS to support geological hazards such as earthquakes include “Project of Risk
Evaluation, Vulnerability, Information and Early Warning (PREVIEW)”, which is a global
integrated internet-based portal [87] and the geological disaster early warning monitoring
system, which uses IoT (sensor network) [88]. EWS to support forest fires include Drought
and Fire Observatory and early warning system (DISARM) [89], optical remote sensing
technology, which provides a survey on both smoke and flame detection [90], and the
use of satellite sensors to detect and estimate the risk of forest fires [91]. The “United
Nations Framework Convention on Climate Change (UNFCCC)” has identified EWS as a
top priority [6]. In this regard, the relevance of EWS has been central to many discussions,
including climate risks.

Among the technologies to support EWS include sensor networks, alarms, and mon-
itoring devices to effectively capture climate events. Space technologies such as satellite
telecommunications, Global Navigation Satellite Systems (GNSS), and earth observation
are used to develop EWS [92]. These modern technologies systematically generate a high
volume of data, which require timely processing. However, their use has been one of the
main challenges, particularly from developing nations’ perspectives.

2.6. Approach to Climate Events Categorisation

Climate events not captured effectively may result in missing drought events, missing
climate projections, and limited uptake of weather information. Extreme events such as
droughts have essential characteristics: intensity, frequency, severity, duration, and spa-
tial coverage, varying among countries and regions. Drought recognises no borders or
economic or political differences [93]. Droughts are context-specific hazards categorised
into meteorological, hydrological, agricultural, and socio-economic. Although various
indicators/indices (e.g., Low-Flow Index (LFI), Soil Moisture Anomaly (SMA), Combined
Drought Indicator (CDI), and many more) have been developed for these contexts, the fore-
cast information needs to be translated into meaningful information to support adaption.
Similarly, other climate events have different characteristics that make the development
of EWS complex [94]. This is because different events have different vulnerability groups,
requiring early warning systems to be tailored for groups of events with similar charac-
teristics, which clustering models can achieve. Clustering focuses on identifying similar
groups of events and labels these events according to their group [95]. Clustering enables
the definition of the right set of metric characteristics and scales, leading to the segmen-
tation of similar attributes and their similarity measure to enable early warning systems
to perform analysis of groups of events with the same attributes. The clustering models
identified in the literature include the K-means clustering model for disaster precursor [96],
k-means for homogeneous characterization in drought [97], similarity coefficient approach
for clustering [98], and scaling in drought early warning systems [99].

Climate events cannot be under-estimated because of their impact on peoples’ lives
and property. Climate scenario is an important step towards adaptation planning as it
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suggest the human adaptation and risk assessment approach [100]. There are different
criteria in selecting climate scenarios, including consistency of the climate change across
different geographical location; impact assessment models requiring data with varying
attributes such as precipitation, temperature, humidity, and wind speed at spatial scales;
the potential range of a country’s future climate change; and the global warning projection.
Therefore, climate scenario serves as a tool to assess the relationship between climate change
and climate events to determine the risk impact threshold. In [101], time series models are
identified as a method that perform better at long-term forecasting while machine learning
models are effective at short-to-medium range forecasting. The advantage of long-term
climate models is sustainable resource allocation to equip disaster response managers and
other related agencies with the data necessary to plan effective response strategies. Short-
term forecasts provide the needed guide for daily operation and provide early warnings for
fires, floods, and other related natural disasters. Predicting climate patterns are challenging
problem, both in theory and approach of prediction, because of the climatic variability
at multiple time scales (e.g., seasonal, intraseasonal, interannual, and interdecadal) and
interactions among ocean, land, atmosphere, and cryophere [102]. These challenges affect
the accuracy of climate pattern prediction. Weather and climate scenarios have varied
forecast accuracy due to the underlying data quality, prediction method, and the nature
of atmosphere, which influences the accuracy. Therefore, climate scenario information is
central in determining what or who is vulnerable and proffers the approach to enhance
the adaptation capacity for the vulnerable communities. Thus, the lack of climate scenario
can negatively impact adaptation strategies, suggesting climate scenarios as the core of
adaptation; therefore, reducing the uncertainties in climate projection is imperative.

2.7. Weaknesses of EWS

An early warning system is effective for disaster risk reduction. However, Quansah,
Engel [103] cited some weaknesses:

• EWS is labour-intensive and expensive, resulting in some complexities in creating a
fully automated EWS for different geologic events.

• Real-time data collection and transition to where it is required is still challenging.
• False positive and false negative readings lead to misinformation, resulting in the loss

of lives.
• Lack of institutional capacity and collaboration with global, regional, national, and

local communities.

2.8. Application of 4IR Technologies in Early Warning Systems

Early warning systems appear to blend physical, biological, and digital systems. This
blending of systems introduces the concept of cyber-physical systems, which require the
fusion of digital, physical, and biological spheres and has been championed in many appli-
cations that require timely data acquisition and processing [104]. Cyber-physical systems
are systems equipped with sensing capability, able to perform computation, control, and
networking, where these capabilities are embedded into physical objects and infrastructure
to facilitate internet connection. Another term associated with cyber-physical systems is the
“Fourth Industrial Revolution” (4IR), which is creating the required technologies to support
effective automation and integration of systems [105]. The technologies that have facilitated
such integration include Artificial Intelligence (AI) and Machine Learning [106], the Internet
of Things (IoT) [107], Cloud Computing [108,109], Big Data [110–112], Blockchain [113], 3D
printing [114], Biotechnology and Robotics [115], and many more. Table 2 describes 4IR
technologies as presented by [116].
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Table 2. Characteristics of Fourth Industrial Revolution Technologies.

Artificial Intelligence
(AI)

Internet of Things
(IoT) Blockchain Drones for Remote

Sensing
Big Data and Cloud
Computing

System’s ability to
correctly interpret
external data, learn
from such data, and
use those learnings to
achieve specific goals
and tasks via flexible
adaptation. AI systems
have some degree of
autonomy and
are adaptive.

A rapidly growing
network of devices
and objects
connected to
the internet.

An almost incorruptible digital
ledger of transactions,
agreements and contracts
(blocks) distributed worldwide
across thousands of computers
(chain). Data are validated in a
decentralized way. Blockchain
technology ensures
transparency in transactions to
provide incorruptibility.
Blockchain technology has the
potential to be applied in
systems that could contribute
to the sustainable development
of countries [117]

Unmanned, flying
vehicles controlled
remotely using
sensors and GPS
navigation for
climate-related
impact assessment.

Big data can come from
satellite-based sensors,
UAVs, video/audio
streams, networks, log
files, and web and
social media
monitoring, ranging
from tens of terabytes
of data.

Applying each technology or its combination creates resilience to ensure a timely
response to climate events. For instance, the combination of sensors and AI in precision
agriculture [118] and the use of AI and big data in detecting and predicting a pandemic.
Organizing these individual technologies into functional EWS requires monitoring, analysis,
value creation, and action. With monitoring, real-time data is collected from sensors and
fed to the EWS. The AI models then analyse the streaming data from the sensor in near-
real time. The 4IR technologies can rapidly evolve social-ecological systems, which calls
for a multi-disciplinary approach to make such systems more relevant for policy and
practice. Among the areas where 4IR technologies have been applied are monitoring waste
treatment plants via AI, smart sensors, and other IoT technologies [119]; excess water to be
traded via blockchain [120]; and monitoring waterways and large reservoirs via AI, IoT,
and drones [121]. Real-time remote sensing technologies have been successfully used to
analyse and predict adverse impacts on land degradation and pollution variables in water
quality [122]. Though technologies such as cloud computing facilitates real time monitoring
and prediction of climate related events [123], 4IR technology suggests that disruptive
technologies can change business operations and impact society [124]. Thus, applying 4IR
technologies in EWS could create a need for new data types and formats to help identify
new elements of EWS [125]. Table A1 in the Appendix A presents the categorisation of 4IR
technologies into the climate risk resilience framework. It also indicates the recent trends in
4IR technology applications to different aspects of the climate risk framework. The cyber-
physical space has witnessed the use of technologies and tools for climate-events prediction.
These tools can support EWS to analyse data captured from IoT devices and ensure effective
monitoring of useful indicators for managing natural and man-made disasters. AI can
support EWS to mine early warning signals from a dataset to identify climate-related event
indicators [126]. These 4IR or “disruption technologies” facilitate the mapping of disaster
areas captured in satellite imagery for targeted relief interventions [127]. For instance,
satellite data is linked to ground data inputs from sensors, weather stations, and local
communities through SMS-based platforms, which support the modelling and quantifying
risks [10].

Furthermore, communication tools such as email, radio, TV, sirens, megaphones, and
online services are used for warning information dissemination, thereby reducing human
fatalities and saving property. While technologies and data required for resilience and
sustainable development in southern Africa are not readily available, the adoption and
utilization of these technologies and the coordination by stakeholders to effectively react to
early warning messages compounds major challenges of EWS adoption. Furthermore, as
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more technologies (e.g., sensors) are widely deployed to facilitate disaster recovery plan-
ning, the scalability of the underlining IT infrastructure becomes another challenge [128].

3. Materials and Methods

The literature search was conducted primarily on the Scopus database because of its
vast coverage; 1021 documents were exported for analysis. Articles published in the Scopus
database have been peer-reviewed, adhering to research article quality assessment criteria.
Thus, only peer-reviewed articles are subjected to bibliometric analysis. Literature search
keywords are climate risks, resilience, climate early warning systems, 4IR technologies,
climate hazards, and SADC. The search keywords constitute the research area for this study.

Bibliometric analysis is more rigorous as it explores and analyses large volumes
of research and scientific data to effectively uncover emerging trends and intellectual
structures of the specified research domains in the extant literature. Through this method,
the academic output of researchers was measured and evaluated [129] to reveal the scientific
knowledge of well-established research fields [130]. Bibliometric analysis helps to conduct
a more structured literature review to identify research patterns. A software package called
“Biblioshiny“, available on the R studio application, was used during this bibliometric
analysis. This package provides the relevant web-based interfaces that enable visual
analyses of the data collected from Scopus. The data processing capability of biblioshiny
provides the specific trends on countries spearheading climate risk research.

The bibliometric analysis approach showed the scientific mapping and network anal-
ysis of academic research output from 2008 and 2022. Science mapping presents the
relationship between research disciplines and documents from several authors to reveal
the hidden themes in literature [131]. Scientific mappings also show the citation and co-
citation analyses to help understand the research trends. Co-citation presents the analyses
of intellectual and social structures in scientific research from the authors’ (co-authorship)
perspective and the authors’ affiliations [132]. Network analysis provides network metrics,
clustering, and visualization to help understand the relative importance of authors, their
institutions, and countries, which might not be seen through publications or citations. Com-
bining scientific mapping and network analysis presents the research domain’s bibliometric
and intellectual structures. It is imperative to have a metric that can show an objective
view of the bibliometric analysis result. Thus, a metric to provide such objectivity would
indicate the degree of centrality (that is, relation on research in a network), PageRank (that
is, publication impact), eigenvector centrality (nodes interconnectedness), betweenness
centrality (nodes interrelation with unconnected nodes), and closeness centrality (how
close nodes are with another).

4. Results

The bibliometric analysis results are presented and discussed to understand the issues
of climate risk and resilience, focusing on early warning systems. The section commences
with the bibliometric analysis results of the database.

4.1. Bibliometric Analysis Results

Initially, a search string was used to extract data from the Scopus database. Biblio-
metric analysis results were presented as bibliographic statistics of documents, scientific
production, most frequent words in the document, thematic evolution, Three-fold plot,
chronological mapping of the trending topic, conceptual structure map, co-occurrence
network, and bibliometric historiography. Figure 1 presents the bibliographic statistics of
the data exported from the Scopus database between 2008 and 2022.

Figure 1 shows the bibliometric statistics indicating the timespan, sources, number of
documents, authors, etc. This statistical overview of documents from 262 sources helps
synthesize the research domain’s scientific analysis. Figure 2 shows the scientific production
concerning citations retrieved from 2008 to 2022. Biblioshiny was used for the bibliometric
analysis plots because it provided the web interface for bibliometrix.
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Figure 2. Annual Scientific Production.

Figure 2 shows that the scientific production of articles increased gradually from 2008
to 2021. Afterwards, article production declined steeply from 2021 to 2022, which could be
attributed to the COVID-19 pandemic. Table 3 shows the detail annual scientific production
of articles.

Table 3. Annual Scientific Production and Average Article citation per year.

Year No. of
Articles

Mean Total
Citation Per Article

Mean Total
Citation Per Year Citable Years

2008 14 103.00 7.36 14
2009 11 93.18 7.17 13
2010 25 49.60 4.13 12
2011 32 64.53 5.87 11
2012 33 43.30 4.33 10
2013 51 32.69 3.63 9
2014 35 37.86 4.73 8
2015 38 27.89 3.98 7
2016 52 17.44 2.91 6
2017 82 27.51 5.50 5
2018 88 28.20 7.05 4
2019 99 12.08 4.03 3
2020 139 7.41 3.71 2
2021 197 4.48 4.48 1
2022 125 0.80 0 0
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Table 3 indicates that the number of articles in 2021 and 2022 are 197 and 125, re-
spectively. It is evidence that the number of articles assumed an upward yearly trend,
suggesting a growing author research interest. The citable years of an article in 2008 and
2009 were 14 and 13, respectively. The mean total citation per article in 2008 and 2009 was
103.00 and 93.18, respectively. The mean total citations for 2008 and 2009 were 7.36 and
7.17, respectively.

Figure 3 shows the top 10 most frequent words in the documents, which include
climate change (838), risk assessment (509), adaptive management (215), decision making
(162), vulnerability (160), climate effect (158), drought (98), risk perception (98), climate
models (92), and the United States of America (90).
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Figure 3. Most frequent words.

Figure 3 shows that most authors’ top concerns are climate change (838) and risk
assessment (509). This suggests that “climate change” is the most frequent word in the
dataset. Further analysis was required to understand the underlying structures in the
dataset; thus, the Multiple Correspondence Analysis (MCA) was conducted. This analysis
represented the data set as points in a two-dimensional space. The strength of association
applied in constructing the bibliometric map allowed various scientific maps to be prepared,
showing the dynamic nature of the data obtained from the scientific research. Figure 4
shows the conceptual structure map based on the Multiple Correspondence Analysis
(MCA) method.

Figure 4 shows cluster 1 (red colour), consisting of themes including extreme events,
adaptation, drought, climate models, climate modelling, risk management, climate effect,
and many more. Cluster 2 (blue colour) is the most significant, consisting of themes
including humans and climate. The conceptual structure puts data with multiple variables
onto a low-dimensional space, creating a two-dimensional graph with plane distance to
show similarity between themes. Themes or keywords approaching the centroid of a
cluster indicate that they have received a lot of attention from research [133]; those near
the edge are topics that have received minimal attention or were incorporated into other
topics [134]. The thematic analysis clusters authors’ keywords and their interconnections,
thereby providing the themes, characterized by density and centrality. The density is shown
on the vertical axis, while centrality is also on the horizontal axis. Centrality represents the
degree of correlation among different topics; density also measures the nodes’ cohesiveness.
Thus, the density and centrality measures show how well a topic is developed. Moreover,
the higher the number of relations in a node with others in the thematic network, the higher
the centrality and importance.
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Figure 4. Conceptual structure map method.

Figure 5 provides the thematic evolution plot divided into four quadrants: driving or
motor themes, underlying or basic themes, specialized or niche themes, and disappearing
or emerging themes.
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Figure 5. Thematic evolution plot.

Notably, from Figure 5, the motor themes remain the climate effect, climate model,
and risk management. Themes such as climate change, risk assessment, and adaptive
management are the basic themes and are very important for field development. Themes
such as agriculture, adaptation, and drought in the niche quadrant represent a marginal
contribution to the development of the research domain. The finding in the niche themes
suggests potential topics that need to be more connected to climate risk resilience. Thus,
thematic analysis suggests developing niche themes such as agriculture, adaptation, and
drought to establish more ties with climate risk resilience.

Figure 6 provides an overview of the trends in literature per year from 2008 to 2022.
In 2012, trending topics included policy integration, climate information, and sub-Saharan
Africa. In 2019, trending topics were focused on adaptive management, risk assessment,
and climate change as shown in the cluster with larger circles in blue. Thus, a larger circle
represents more authors are focused on those trending topics. In 2022, trended topics
include climate risk. By using the nature of the cluster in terms of cluster size, it can be
deduced that climate change, risk assessment, and adaptive management were the trending
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terms in 2019. Comparatively, this cluster size is bigger than others. Meanwhile, climate
risk was trending in 2022, suggesting a growing research interest possibly because of the
likelihood that it could threaten human lives when not given the needed attention. Contrar-
ily, adaptation strategies trended more heavily in 2017 than in 2022, which suggests that
adaptation strategy needs to be intensified to help manage climate risk impact in general.
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Figure 6. Trend Topics.

Figure 7 shows a Three-fold plot specific to Topics (TI_TM), author country (AU_CO),
and keywords in the top 10 rankings. The top 10 topics (climate, risk, change, adaptation,
and many more) are associated with the top 10 authors from the USA, United Kingdom,
Australia, Germany, China, India, South Africa, Netherlands, Italy, and Canada. South
Africa is the only SADC member in this rank. Again, the top 10 keywords from these
AU_CO are climate change, climate risk, adaptation, resilience, etc.
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Figure 8 is the co-occurrence network, showing a graphic visualization of the rela-
tionship between words and concepts clustered into Cluster 1 (red) and Cluster 2 (blue).
Table A2 in Appendix A shows the metrics of the co-occurrence network on the degree of
centrality, betweenness centrality, closeness centrality, and PageRank.
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Figure 8. Co-occurrence Network.

Table A2 shows the co-occurrence network where climate change is the focus of most
publications in the Scopus database. The betweenness values for climate change, risk
assessment, and adaptive management are 180.6303909, 83.62965584, and 26.99226282,
respectively. The highest betweenness value for climate change (180.6303909) in cluster 1
indicates the research focus of most publications. The same closeness value (0.020408163)
was recorded for climate change, risk assessment, and adaptive management. This closeness
value indicates the relative ease for these nodes (climate change, risk assessment, and
adaptive management) to carry information effectively. The PageRank value for climate
change (0.126363441) shows that publications focusing on climate change influences most
research in highly cited publications.

Figure 9 shows the authors’ most-cited historical research evolution in the Bibliometric
historiography graph.

Figure 9 shows that historiography, where the top of the graph shows the concern
for “water resources”, was considered extensively by Turner, 2014 and John, 2022. The
node at the bottom of the graph shows that climate change publication occurs relatively
more frequently in the early work by Conway, 2019. This historiography is detailed in
Table A3 (see Appendix A), showing the authors and research titles. In Table A3, LCS
shows an article’s number of citations within the citation network. In comparison, GCS
shows the total number of article citations in the Scopus database regardless of its inclusion
as a connected component on the citation network. Articles with high GCS are recognised
as seminal or influential papers in the body of knowledge [135]. GCS identifies the articles
that represent the basis of a research domain used by authors to develop their contribution,
including citations from the entire Scopus database, even if these citing articles were not
selected through the keyword search.
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4.2. 4IR Technology in EWS

4IR technology is crucial in building a climate risk resilience framework because it
harnesses different technological solutions for changing climate conditions. A thorough
literature review shows that the accuracy of climate risk prediction and its correctness
help in a timely response strategy. Climate model is one of the top 10 most frequent
words (Figure 3), and it is evident that 4IR technologies is not among the most frequent
words, even though it can facilitate data sharing among different climate models. It can be
identified that geographical information systems (GIS) and climate information trended
in 2011 and 2012, respectively (Figure 6). The fact that the “data set” trended in 2014
(Figure 6) suggests that there were limitations in obtaining data for climate models. Though
the bibliometric analysis shows climate risk trending in 2022 (Figure 6), the result could
not be associated with SADC member states. Again, it is shown in Figure 5 that 4IR
technology is not within any of the quadrants in thematic evolution, thus suggesting a lack
of 4IR technology importance. Furthermore, without data on climate risk knowledge and
monitoring, the climate risk prediction might introduce false-negatives or false-positives,
raising false warning messages to create false responses. The thorough review of the
literature summarises the characteristics of the 4IR-based design of EWS as follows:

(a) Transparency is when the information is always provided to everyone for public
discussion or scrutiny.

(b) Integration: AI models could support automation and systems integration between
communities and society, thereby creating flexibility in operating EWS locally.

(c) Human capacity: Appropriate staffing is mandatory for all EWS, with the expertise
of the personnel to correspond with the vulnerability/vulnerabilities and hazard(s)
of concern.

(d) Continuity: An EWS must operate continually, even though the hazard of concern
may occur intermittently or rarely.

(e) Triggers/Patterns: Engaging the community to define warning messages helps define
triggering mechanisms and patterns for sending warning information. A trigger could
be anything from a quantitative indicator to an anecdotal comment. A regular and
frequent pattern should keep people engaged and familiar with the warning messages
but not irritate people.

(f) Accuracy: This is the preciseness of climate risk prediction. AI models could ensure
accuracy and timeliness in monitoring, reporting, and predicting climate risk.

(g) Timeliness: For a warning to be useful, information must provide enough lead time
for those at risk to decide and react accordingly.

(h) Data variability: In the context of big data, data variability refers to the number of
inconsistencies in the data or the inconsistent speed at which big data is fed into a
centralized database by IoT devices connected to EWS.
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The review of the literature also suggests that 4IR technologies (Table A1) can be
categorized into different aspects of an EWS: Risk knowledge acquisition and assessment
(K), Monitoring (M) and Prediction (P), and Warning information dissemination (W), and
can be summarized as follows.

i. IoT has been applied extensively to data capture to build risk knowledge, monitor-
ing, and warning information about different kinds of climate hazards [136–138].
Additionally, smartphone-embedded sensors serve as a tool to monitor natural
disasters anytime and anywhere. Furthermore, this enables pre-identification of
communities affected to ensure the placement of broadcast systems.

ii. AI has been applied extensively to predict climate risk [126,139,140].
iii. Big data and cloud computing for monitoring and predicting aspects of EWS [141,142].

This computing environment supports data integration from heterogeneous sources
for system-to-system linking.

iv. Blockchain has been applied for flood risk quantification to provide an appropriate
insurance strategy [143,144].

v. Drone for surveillance to assess the impact of disaster within a location [145,146]

4.3. Climate Risks and Hazards in the SADC Region

Climate risk emerged as a trending topic (Figure 6) in 2022; however, South Africa
is the only country in the SADC region, as shown in a Three-fold plot (Figure 7), to be
included within the top 10 ranking of author country (AU_CO). This suggests intensifying
research on climate risk resilience efforts in the SADC region. Notably, the SADC region is
affected by four main climate risks: drought, flood, fire, and storms. Drought is widespread
and the most deadly and costly natural disaster; some initiatives include the Southern
Africa Drought Resilience Initiative (SADRI). Furthermore, SADC member states have
periodic extreme weather conditions, such as cyclones, floods, and droughts, which have
intensified under climate change.

4.4. Design Approach to Climate Risk and Resilience

The reviewed literature suggests a need to support community resilience to climate-
driven shocks. In this regard, the approach to building resilience within the SADC region
could focus on three dimensions (see Figure 10): Social, Institutional, and Technologi-
cal/Technical (SIT). The dimensions focus on what to consider before using the climate risk
resilience framework as it identifies the salient factors from the perspective of societal and
technological products, including institutional factors.
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The SIT dimensions for EWS are detailed in Figure A1 (see Appendix A), showing the
IoT monitoring framework, big data analytics, and Social.

The monitoring framework manages different IoT devices/sensors/mobile devices
connected to capture/acquire climate event data in real-time. This could help resolve the
challenge of linking specific climate events to a location.

A mobile device connects to the monitoring framework to resolve the manual climate
data capture to allow reporting of climate events. A network traffic controller could manage
the traffic in the network for smooth processing of the climate-related data. A Software-
Defined Network (SDN) can provide a programmable interface to handle incoming big
data due to its dynamic and scalable nature [147].

Big data analytics performs different kinds of analytics on weather and climate events,
including parameter/variable identifiers, climate risk indicators/indices, and data aggre-
gation. It centralizes data to avoid silos and processes data in real-time with AI algorithms.
AI algorithms could classify climate events with the related variables/parameters required
to forecast a climate event at the desirable level of climate risk. Again, it could segregate
communities affected by climate impact for appropriate responses. Moreover, the choice
of climate risk indicator/index is based on the characteristics of the weather event and
the “ease of use”. It is suitable for particular climate events, data availability, and the
computational resources needed to implement them. These indicators/indices are catego-
rized into meteorology, hydrology, remote sensing, and soil moisture [148]. The climate
risk indicators/indices comprise drought, crop production, flood, agriculture pest, and
many more models. Data aggregation, which AI supports, helps find, collect, and organise
climate data for a specified climate risk analysis. Timescale indicates whether the forecast
is daily, weekly, or monthly. Aggregate is where data are gathered to apply the required
weighting of an indicator.

The Forecast information Translator (FiT) translates the forecast information to the
target end-users. Finally, an alert is created and sent to the community/business end-users
via text message.

5. Discussions

The scientific mapping indicates that climate change (838), risk assessment (509), and
adaptive management (215) are the most frequent words in the research publications.
Trending topics are climate change, risk assessment, and adaptive management. the
outcome of this study reveals that topics related to climate risk were of interest to researchers
from 2021 and 2022. Three-fold plot on topics (TI_TM), author country (AU_CO), and
keywords for top 10 ranking show topics on climate are more associated with authors
from countries such as the USA, United Kingdom, Australia, Germany, China, India,
South Africa, Netherlands, Italy, and Canada. Thus, it is revealing that though this study
focused on the SADC region, South Africa is the only country in the SADC region found
within the top 10 ranked countries, thus suggesting a research gap. Also, literature reveals
that countries such as Madagascar have integrated early warning action into national
development strategies [48]. Since most SADC regions are not among the top 10 ranked
countries, the SADC region needs to support climate risk research. At the same time, the
thematic analysis suggests that niche themes, such as agriculture, adaptation, and drought,
are potential topics that need to be more connected to climate risk resilience. Thus, more
effort is needed to develop niche themes to establish more ties with climate risk resilience.

Existing multi-hazard EWS in the SADC region focuses on flood and drought monitor-
ing and assessment components without drought forecasting components, thus leading to
reactive rather than a planned intervention. Some SADC member states (e.g., South Africa)
have disaster centres to inform on extreme weather events and their likely effects; however,
the human capacity required to use monitoring systems to identify the hardest-hit disaster
areas might often be unavailable. In some instances where human capacity is available
as volunteers, they manually capture climate data on recording instruments, which are
later sent via courier to regional offices for further processing. Thus, the intensity or sparse
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nature of the disaster, at the time, might require more volunteers. Therefore, there is a
possibility of high human involvement in manually observing, capturing, and couriering
climate-related data (e.g., rainfall) to the South Africa Weather Station (SAWS) office.

The bibliometric analyses results could not show any information on climate risk, 4IR
technologies, and EWS that could be linked to SADC member states. Thus, we require
further thorough literature reviews to answer the question: how do EWS and emerging
technologies facilitate climate risks to ensure resilience development within the SADC
region? The outcome suggests that the integration of 4IR technologies in the design
of EWS adds some innovations to the EWS in support of building resilience. The 4IR
technologies provide a set of capabilities required to generate the required data to assure the
robustness and sustainability of EWS. Additionally, 4IR technologies could help resolve the
weaknesses in EWS regarding system automation, real-time data collection, and transition
to where the data are required. While the ease of use of 4IR technologies may be a
challenge, especially the poorly-resourced smalls scale farmers and generally rural poor
who are a majority in SADC, it can facilitate the sustainability of EWS for the SADC region
through the capabilities of IoT, AI, Big data and cloud computing, drone, and blockchain
technology [149].

Though the role of blockchain technology in EWS is blurred in terms of how it creates
or ensures transparency in the operations of EWS, it can assure communities’ trust in the
source of information, i.e., from the national to the local level. Similarly, it could ensure
decisions from the local level are cascaded to the national level without data being altered,
thereby facilitating decentralisation and mainstreaming the agenda of SADC member states.
While embedding technological innovations and advanced analytics such as AI/ML in EWS
has great potential, the inherent technical challenges at national, regional, and local levels
in operating EWS including data collection and integration, management, and warning
dissemination and communication networks act as impediments. Additionally, inadequate
EWS coupled with limited investment and weak institutional and technical capacity implies
that use of EWS to ensure that the impacts of any climate risks at the local level are
well captured and reported to the national authorities has reached maturity. Blockchain
technology can facilitate risk quantification within the public regulatory framework to plan
insurance packages for affected communities [144]. It can be suggested that there is a lack
of coordination and collaboration mechanisms, from the national to local levels, to ensure
the application of appropriate tools and infrastructure for weather-related events. EWS
provides inadequate information to help reduce climate risk impact at a local level [150].

EWS with associated 4IR technologies might be prone to system failures [151]. EWS
need to be more flexible in adapting to the different thresholds of climate risks. This can be
ensured by using AI in EWS to facilitate learning from historical or real-time data in order
to adapt and accurately interpret climate risks for appropriate response.

Though climate risks measured on metrics might not be the best indicators of real
resilience, blockchain technology might ensure that digital records captured at the local level
provide some certainty. By linking several metrics in EWS, there is a possibility that efforts
might be focused unduly on one thing or create bias; as such, further research is required to
create a comprehensive list of factors for the metrics in EWS. Though this might be complex,
the key issue is how to build resilience through the interaction of multiple indicators.
For instance, while the SHARP framework focuses on elements/properties considered
adequate in risk assessment, the logical validity of indicators/indices might provide some
level of objectivity on the type of indicator to use. AI algorithms ensure intelligence is
transferred to computers and/or robots through sensors that perceive the surrounding
environment in order to take appropriate action. Thus, AI could provide, to an extent,
a logically valid indicator for EWS. Since the SADC region is challenged with creating
coordination toward effective planning and managing climate risk uncertainties among
member states [61], blockchain technology can serve as a tool to create a distributed ledger
that might help create much-needed regional coordination and collaboration [18,152].
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Furthermore, big data and cloud computing could ensure that varying sectoral data
needs are adequately captured and processed by 4IR-based enabled EWS. In this regard,
AI technologies are anticipated to reduce constant reliance on human capacity. However,
constant staff training at the local level is still relevant to enhance technical know-how on
using AI-based EWS. Though the lack of expertise in 4IR technical know-how may be a
challenge, inadequate integration of scientific knowledge into EWS design and its operation
is part of the challenges. Given the geographical coverage of the SADC region, there could
be a broader engagement in designing warning messages in different languages to empower
people, especially farmers, to take appropriate action. The response capacity of an EWS
is how well it is integrated within social structures, especially concerning potentially
marginalised communities [153]. The sustainability of community engagement in EWS
could be achieved through constant training and dissemination of scientific knowledge.
Information technology and commonly accessible mobile devices can help to sustain
community participation, even if it means disseminating the warning information in a local
language for easy understanding. However, the lack of a supportive framework to integrate
and create an interactive community-centric EWS has made this study more relevant.

Consequently, this research provides the required framework for the design of EWS
for all SADC members. SADC member states ideally require IoT, cloud computing, and
a big data framework to effectively record climate events, thereby helping to address the
challenge of assessing the unknown impacts of climate events at a local scale [154]. In these
regards, the frequency of natural disasters has created repeated destruction and disruption
of infrastructures, affecting millions of people’s livelihoods [155]. Though it is estimated
that 60% of the population in the SADC region uses mobile devices, there is still limited
access to mobile phones and/or internet access, which might reduce accessibility to climate
warning information [156]. The impact of climate disaster has no boundary; therefore, EWS
facilitates resilience by ensuring information technology capabilities are utilised to capture
climate events, the relevant data is processed, and appropriate warning information is
disseminated to vulnerable communities.

6. Limitations, Policy, and Practice Implications

The opportunities presented by the 4IR require policymakers or climate-related agen-
cies to re-prioritize EWS over other operational risks. The 4IR could transform the existing
EWS of countries, thereby calling for new methods and processes and broad stakeholders’
consultation, both public and private sectors, to academia and civil society, for a global
integrated and comprehensive policy to ensure the realization of the 4IR technology use in
EWS. Robust climate prediction and accurate weather forecasts are critical in making the
right adaptation policy and investment decisions. However, many developing countries do
not have the resources to sustain the human, institutional, and infrastructure capacity re-
quired to provide high-quality weather forecasts, early warnings, and climate information.
Since EWS exist at different levels, different technologies, human capacities, and funding
may be required. The findings suggest the need for policy convergence across the social,
institutional, and technology industries to create technological reforms toward an effective
EWS within the SADC region and Africa more broadly.

Our findings require policymakers and disaster risk practitioners to define sets of met-
rics to help assess their country’s vulnerability and strategy for climate events. Also, to the
policymaker, it would inform which stakeholder should be engaged in the response efforts.
Research capacity is needed to expand EWS to niche themes in agriculture, adaptation, and
drought to establish more ties with climate risk resilience in southern Africa.

This study presents a framework (see Figure A1) for addressing aspects such as climate
user interfaces, climate service information, prediction, and capacity development of the
National Framework for Climate Services (NFCS) in South Africa, which is premised on
the Global Framework for Climate Services (GFCS) [157]. Specifically, this study calls for
policies integrating 4IR into early warning systems to enhance the application of science-
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based climate monitoring and prediction to reduce the degree of occurrence of severe
weather events that have increased in recent decades.

An effective EWS ensures a quick response by disaster risk managers to an affected
community. The findings of this study can be useful in formulating strategies to guide
practitioners in re-modelling EWS within the SADC region. This re-modelling would lead
to better delivery of climate-related information to people, thereby minimising the impact
of climate disasters. The benefit of this re-evaluation or re-modelling to the disaster risk
personnel is the ease of receiving timely and accurate information in lead time to enhance
emergency response. Furthermore, lives and properties could be saved. Though African
countries may differ in certain aspects, they exhibit some similarities in processes with other
professional counterparts in the SADC region [158]. These processes and characteristics,
built into EWS (Table 1), must work with related 4IR technologies (Table 2). This highlights
the need to bridge the gap between soft applications that can be put on mobile devices
and create system integration and transition approaches toward an effective EWS. Despite
the high mobile penetration, the unaffordable data cost in the SADC region, which limits
mobile smartphone use, could be addressed through policy intervention that reduces the
data cost. Thus, government and industry can work together to reduce data costs or provide
zero-rated EWS-related apps and websites. The current best practice of governments to
zero-rate certain apps or websites is a good practice. This research calls for policymakers to
extend such good practices to climate-related applications. Furthermore, the government
can release more bandwidth, allowing mobile network providers to reduce data costs.

Meteorological, hydrological, and climatological climate hazards have taken a heavy
toll on the SADC region and its governments. This calls for harmonising technical expertise
from institutions across the SADC region to create a more robust functional EWS that
integrates with emerging technologies. Unfortunately, the underlying frameworks of these
emerging technologies (e.g., IoT, drone, blockchain, etc.) are very diverse, bringing to the
fore the challenge of the technology framework’s interconnectedness.

This research highlighted some weaknesses in designing and operationalising early
warning systems. The design weakness includes the lack of participation of communities
in the design of EWS, integration of local knowledge systems, institutional collaboration
in identifying hotspots of climate hazards, and integration of new technological devices
with existing EWS. This calls for trans-disciplinary approaches that involve all stakeholders
(government, industry, and society) to co-design, co-develop, and co-implement EWS.
One of the approaches to address the lack of participation of communities is establishing
climate service awareness volunteer groups in communities with the mandate to deepen
community participation in the design of EWS. Community leaders should be involved in
these groups to increase local community participation. Representatives of climate service
providers can oversee the design with their technical expertise. Alternatively, establishing
campus-based climate awareness clubs in Higher Educational Institutions can increase
participation in the design of EWS and the use of climate service information. Despite
these design weaknesses, there has been some positive intervention to help profile the
climate risk information of SADC member states [62,63], which might lead to the creation
of useful technical expertise required to support the operation of the SIT model. The
findings revealed a lack of supportive interaction, integration, and community centred
EWS frameworks. There is a need for capacity building through training to support
community centred EWS to improve response capability.

The choice of only the Scopus database, because of its wide coverage, is a limitation
of this study. Other constraints include the number of studies reviewed and selected,
reliable data that fit the thematic areas, articles/reports not written in English, and citing
prior articles not within the period considered in this study. Only published articles were
considered, and many reports or operational systems might not have been published. Thus,
acknowledging these limitations provides future direction, as they might have valuable
information to help generalize the findings of this study. Notwithstanding these limitations,
the study’s findings are still relevant and useful.
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7. Conclusions

There is a glowing body of knowledge demonstrating that the SADC region continues
to increasingly be barraged with various multi-hazards, including natural hazards such as
geological (earthquakes), hydrological (floods), meteorological (e.g., droughts), as well as
climatological hazards (e.g., heat waves). As a result of these omnipresent multi-hazards,
many initiatives of early warnings are abound across national institutions e.g., NMHSs,
NDMC, Regional Centres and even WMO Regional Specialised Centres, RECs e.g., SADC
CSC, current operational weaknesses of these EWS which often lead to ineffective Early
Actions (anticipatory action) exists. Some of the reasons include lack of enabling national
legislation, defined roles and responsibilities, poor outreach to vulnerable communities,
differing levels of development amongst Members in the SADC region, poor funding of
national institutions by government, lack of infrastructure, tools and capacity building. The
need to help communities prepare for and respond to these disasters has even been elevated
to the global scale: see the “Early Warning For All Initiative (hereafter EW4AI)”, that was
launched by the UN Secretary General in November 2022. Underpinning the EW4AI is a call
for effective Multi-Hazard Early System that ought to have applications in risk management
and disaster preparedness to help save lives and minimise the potential impact of disasters.
SADC member countries are expected to unanimously support this initiative.

It is against this background that this study systematically reviewed published work
on EWS for climate risk resilience development and highlighted the issues of concern
in building climate risk resilience approaches. The review highlights the importance of
the Social, Institutional and Technological/Technical dimensions for consideration in the
design of EWS, which are relevant considerations for EWS design and implementation.
The characteristics of EWS are triggers/patterns, continuity, flexibility, human capacity,
integration, transparency, accuracy, timeliness, and data variability.

From the Technological/Technical dimension, blockchain technology could be marginally
adopted or used in EWS. Designing technologically based solutions can increase the re-
silience of SADC members; however, the lack of community engagement and human
capacity can impact the usability of any EWS in general. For instance, customising climate
information systems generally increases climate resilience in agriculture. However, the
inadequacy of climate information from the meteorological observation network to support
climate risk management may be challenging for most developing nations. Thus, it is
necessary to fund meteorological agencies to acquire the needed 4IR technologies, which
could help generate climate data.

The study suggests that the determination of multiple indicators for metrics is neces-
sary and should be sufficiently linked to EWS to facilitate resilience. This linking could be
achieved using AI algorithms. Also, combining the characteristics of IoT devices/sensors,
big data and cloud computing is a step in the right direction towards building the backbone
of an EWS for the SADC region. Furthermore, 4IR technology applications may be used to
encompass various climate-related issues.

Different climate events have different characteristics, making it complex to model
the development of EWS. From an Institutional dimension, it is relevant for the SADC
region to have a supportive framework for an integrated and interactive community centric
EWS. Again, the capacity to support EWS in various communities needs ongoing training.
The Social dimension includes community participation in designing warning information.
It is relevant to mainstream EWS into the SADC region’s developmental agendas and
encourages the use of climate information services within the SADC region. Though the
research focused on the SADC region, the results highlights can be generalised within the
African context due to the underlying challenge of poor infrastructure, people living in
informal settlements, and lack of basic public services, to mention a few. It is imperative
to reduce climate-related fatalities in Africa and minimise the food insecurity, ecosystem
destruction and loss of lives on the continent of Africa. This study also calls for the SADC
region to proactively and effectively strengthen its early climate risk warning systems to
help and enable proactive responses to multiple weather variables like the recent extreme
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heavy rains, which hit eastern, western and southern Africa, triggering huge crop and
livestock losses, landslide and floods [24]. Again, this study calls for the use of long-
range climate forecasts models because of the benefit in ensuring a sustainable resource
management (e.g., land, water, and forest) that can economically impact on lives. SADC
members should ensure an effective maintenance of meteorological equipment to facilitate
timely data capture and climate prediction. This can be achieved when adequate funds are
allocated to the established meteorological agencies. Thus, this research highlighted some
weaknesses in the design and operationalization of early warning systems, including the
in-active participation of communities in the design of EWS, institutional collaboration in
identifying hotspots of climate hazards, and integration of new technological devices with
existing EWS.
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Appendix A

Table A1. Categorisation of “Fourth Industrial Revolution” (4IR) technology in climate risk
resilience framework.

4IR
Technology Authors Year Research Focus/Proposed

Approach

Aspect of
Climate Risk
Addressed

Advantages

IoT

[136] 2022 IoT schema interfaced with a
website for a selective alert. M, W

Easy to set up by a
non-technical person; ease
of roaming on multiple
networks without the
need for a static IP address

[137] 2015
Practical deployments of
semantic EWS for geologic
hazards

M, W

Support service
interoperability; easier
sensor and data source
plug-and-play

[138] 2022

Integrating Fog/Edge layer in
IoT architectures and defining
requirements of EWS for
different natural disasters

M, W

[159] 2017

IoT like “Sensor Web
Enablement Framework
(SWE)” and Message Queue
Telemetry Transport (MQTT)”
for a natural disaster.

M, W

Use of
smartphone-embedded
sensors to monitor natural
disasters anytime and
anywhere
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Table A1. Cont.

4IR
Technology Authors Year Research Focus/Proposed

Approach

Aspect of
Climate Risk
Addressed

Advantages

[160] 2021 IoT-based
geohazard monitoring M, W

Monitor indicators,
including the
three-dimensional
surface displacement,
rainfalls and ground
cracks, and then data are
transmitted by
5G communication.

[161] 2021

Technical feasibility of the use
of smart meter for IoT-based
Earthquake Early Warning
Platform (EEWP)

M, W -

[162] 2021

Use of
“micro-electro-mechanical
systems (MEMS)” sensors and
IoT (e.g.,
(Long Range (LoRa))
communication standard for
local-scale landslide EWS in
informal settlements

M, W
Suitable for local scale
EWS in informal
settlements.

[163] 2021
Role of IoT in disaster
management for different
kinds of disaster

M -

[164] 2020

Using the Internet of Things
(IoT) to provide early warning
allows remote controlling and
performs data analysis and
knowledge building.

M

It can be adapted to
evaluate the performance
of a disaster response
system under uncertainty.

[165] 2022

Secure transmission of early
warning to facilitate
intelligent sensing of
information using the Internet
of Things

M

The security mechanism is
suitable for open and
dynamic IoT
sensor networks.

[166] 2022

Natural disaster management
using social networks
integrated with the Internet
of Things

M

Enables pre-identification
of communities affected to
ensure placement of
broadcast systems.

AI

[139] 2019
Application of AI to analyse
images and predict possible
flood locations

P

Determines rainfall
characteristic parameters
in the two-dimensional
space; combines IoT
equipment and CCTV
real-time image for
real-time prediction

[140] 2021

AI algorithm that ensures the
selection of optimal
parameters and setting of
thresholds for early warning
system alerts.

P

Leverages existing
warning system for
additional hardware
Sensors can be integrated
with existing EWS to
generate additional data
flow to select optimal
parameters for EWS alerts.
Thus solving the
downscaled global models
for early warning systems.
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Table A1. Cont.

4IR
Technology Authors Year Research Focus/Proposed

Approach

Aspect of
Climate Risk
Addressed

Advantages

[126] 2020
Overview of AI-based
machine learning techniques
and EWS

K -

[167] 2022

AI-based approach for hail
weather areas recognition.
The method is based on faster
region-based convolutional
neural network deep learning.

P -

[168] 2022

AI that analyses satellite
images and crop growing
conditions to predict crop
yield and prevent
crop failures

M, P -

[151] 2022

The concept leverages big
data analysis and AI to
enhance existing Early
Warning Systems (EWSs) for
detecting systemic risk.

P -

Big data and
cloud
computing

[141] 2021

Managing sustainability
climate issues through big
data analytics, thereby
enabling the integration of
heterogeneous data and
system-to-system linking

M, P Enables data integration

[147] 2020

Geological data collected from
the monitoring station and
transmitted to the cloud
server via GPRS DTU to build
a dynamic website displaying
earning details and predicting
geological disasters.

P
Easy to access cloud
platform-for geological
hazard analyse causes.

Blockchain

[143] 2019

Accelerating climate actions
through blockchain
application to climate change
mitigation, adaptation,
and finance

K, P -

[144] 2021

Quantification of flood risk
mitigation measures to ensure
resilience using blockchain
technology from an
engineering perspective

K

Enables public authority
to deal with flood risk
within a regulatory
framework

Drones

[145] 2021

Use of drones by technical
experts to undertake climate
risk assessment and mapping
of the location

K -

[146] 2020 Use of drones to improve
climate resilience K -

Note: Risk knowledge acquisition and assessment (K), Monitoring (M) and Prediction (P), Warning information
dissemination (W), and Response capability (R).
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Table A2. Co-occurrence network metrics.

Node Cluster Betweenness Closeness PageRank

climate change 1 180.6303909 0.020408163 0.126363441
risk assessment 1 83.62965584 0.020408163 0.091879763

adaptive management 1 26.99226282 0.020408163 0.055539281
decision making 1 9.135075296 0.018867925 0.034348997

vulnerability 1 9.72721491 0.02 0.037852789
climate effect 1 13.42336445 0.02 0.039498787

risk perception 1 4.118459947 0.018867925 0.025350686
climate models 1 4.966115392 0.01754386 0.026292608

united states 1 2.205462822 0.017857143 0.019883166
environmental risk 1 4.037519085 0.019607843 0.022457882

environmental policy 1 2.572087243 0.01754386 0.02112796
risk management 1 3.165437419 0.018867925 0.022168313

sustainable development 1 1.913280323 0.01754386 0.015860447
adaptation 1 1.933532895 0.01754386 0.018957926

uncertainty analysis 1 1.314444889 0.015384615 0.016699269
extreme event 1 1.741195669 0.016666667 0.016683781

stakeholder 1 0.952484482 0.015625 0.015087685
perception 1 1.323780245 0.016393443 0.016231361

water management 1 0.477005908 0.014492754 0.010564123
climate modeling 1 0.590701817 0.015151515 0.012113738

disaster management 1 0.210418726 0.014492754 0.01136782
governance approach 1 0.244832396 0.013888889 0.011431645

australia 1 0.371627709 0.014925373 0.010675619
india 1 0.153110097 0.01369863 0.008501117

sustainability 1 0.372775277 0.014492754 0.010538253
climate change adaptation 1 0.545488646 0.015151515 0.012719564

water supply 1 0.145067803 0.013513514 0.009286521
flooding 1 0.241600679 0.014285714 0.010262234

floods 1 0.208637468 0.01369863 0.010278523
mitigation 1 0.147971574 0.013513514 0.009670997

developing world 1 0.089154813 0.013333333 0.008678562
policy making 1 0.169018633 0.014084507 0.009596225

strategic approach 1 0.397783217 0.015151515 0.010983937
environmental economics 1 0.099201852 0.012658228 0.008521908

nature-society relations 1 0.169415343 0.013333333 0.010257973
climate change impact 1 0.182765494 0.013513514 0.009732577

drought 2 5.024325776 0.019230769 0.022840954
agriculture 2 3.030859808 0.01754386 0.021711124

article 2 1.271343343 0.015625 0.018854048
china 2 0.535193605 0.014705882 0.009773785

human 2 0.687778591 0.015151515 0.016091386
climate 2 0.555655849 0.014705882 0.013199015

crop production 2 0.856915333 0.015625 0.013282172
food security 2 0.759213326 0.014705882 0.013116558

rain 2 0.873986126 0.015384615 0.012005522
crop yield 2 0.395637787 0.014285714 0.011491307

crops 2 0.469650178 0.014492754 0.012323
food supply 2 0.682492029 0.014925373 0.011888578

global warming 2 0.064877421 0.013157895 0.007648251
spatiotemporal analysis 2 0.193728769 0.014084507 0.008308823
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Table A3. Historiograph.

Authors Title of Research DOI Publication Year LCS GCS Cluster

Turner swd, 2014,
water resource

Linking climate projections to
performance: a yield-based

decision scaling assessment of
a large urban water

resources system

10.1002/2013WR015156 2014 3 47 1

John a, 2022,
water resources

Non-stationary runoff
responses can interact with
climate change to increase

severe outcomes for
freshwater ecology

10.1029/2021WR030192 2022 0 1 1

Whateley s, 2015,
environ model

softw

A web-based screening model
for climate risk to water

supply systems in the north
eastern united states

10.1016/j.envsoft.2015.08.001 2015 1 21 2

Albano cm, 2021,
clim change

Techniques for constructing
climate scenarios for stress test

applications

10.1007/s10584-021-
02985-6 2021 0 5 2

Azadi y, 2019, j
environ manage

Understanding smallholder
farmers’ adaptation

behaviours through climate
change beliefs, risk perception,

trust, and psychological
distance: evidence from wheat

growers in iran

10.1016/j.jenvman.2019.109456 2019 1 75 3

Schattman re,
2021, soc nat res

Eyes on the horizon: temporal
and social perspectives of

climate risk and agricultural
decision making among

climate-informed farmers

10.1080/08941920.2021.1894283 2021 0 1 3

Conway d, 2019,
nat clim change

The need for bottom-up
assessments of climate risks

and adaptation in
climate-sensitive regions

10.1038/s41558-019-
0502-0 2019 1 76 4

Siderius c, 2021,
one earth

Climate variability affects
water-energy-food

infrastructure performance in
east Africa

10.1016/j.oneear.2021.02.009 2021 0 10 4

Kolusu sr, 2021,
clim change

Sensitivity of projected
climate impacts to climate

model weighting: multi-sector
analysis in eastern Africa

10.1007/s10584-021-
02991-8 2021 1 5 4

Wang t, 2020,
transp res part d
transp environ

Climate change research on
transportation systems:

climate risks, adaptation and
planning

10.1016/j.trd.2020.102553 2020 3 17 5

Wang t, 2020,
transp res part d
transp environ

Impact analysis of climate
change on rail systems for

adaptation planning: a
UK case

10.1016/j.trd.2020.102324 2020 3 8 5

Poo mc-p, 2021,
transp res part d
transp environ

An advanced climate
resilience indicator framework
for airports: a UK case study

10.1016/j.trd.2021.103099 2021 0 2 5

Wang t, 2021, intl
j sustainable

transp

Responding to the barriers in
climate adaptation planning

among transport systems:
insights from the case of the

port of Montreal

10.1080/15568318.2021.1960450 2021 1 1 5
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